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Apple “There’s-a-App-for-That”
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Cybersecurity “There’s-a-Product-for-that”
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Cybersecurity “So many options...”
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The Dangers of: “There’s-a-Product-for-that”
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The Broadest Platform in Cybersecurity
50+ tightly integrated product lines

Secure Networking

Network Firewall
Wireless and Wired LAN
5G

OT Security

NAC

Unified SASE
.;
SD-WAN
SSE
Single-Vendor SASE
ZTNA
Security Operations DEM
® Cloud Firewall
SOC Platform WAF
Endpoint Protection
Network Detection & Response
CNAPP
Data Protection
Identity
Exposure Assessment
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Notes: G2000 - based off of the 2022 Forbes list; total number of accounts is 1932 after factoring in M&A activity since publication. F100 - based off of the 2021 Fortune list; total number of accounts is 494 after factoring in M&A activity since publication.
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Cyber Platform + Telematics

Cyber Insurance Client Insurance Provider
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Fortinet’s Industry Leading Open Ecosystem

370+ Alliance Partners and 700+ Security Fabric Ecosystem Integrations
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Old Security =

There’s An App for That  Platform Telematics =

Better Cyber Insurance Coverage

Fragmented tools =
Multi-layered inefficiencies
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Evolution of Threat Intelligence
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Traditional Threat Intelligence Flows

Intel Ecosystem (Threat Intelligence Platform)

Threat

Intelligence

Providers

Regulatory.
Compliance

|OCs and
Reports

Strategic

Threat actors, their intentions,
motivations, capabilities, plans,
etc.

Digital
Assets

Tactical

Understanding the Tactics,
Techniques and Procedures of
the Threat Actors

cCommon
Frameworks
(MITRE / NIST)

Geo-Political o
Landscape ﬁ

Operational

Indicators of Compromise
(loCs) such as IPs, URLs,
domains and other artifacts

o= Security Operations



Technical Efficiencies in the SOC: FortiAl

Threat Intel Enrichment
FortiGuard
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Threat Intelligence within the Modern Day SOC

In-Line Blocking and Containment
EXposure

r.Kl Assessment
Sandbox
“‘f' VOl K NDR K /

:‘]!’*!’- ! 1 —
Al/ML Threat
Intelligence

@ G s

rti FortiDeceptor FortiTester
FortiRecon P Breach & Attack

DRPS Simulation

EPP
EDR

/ Data Lake

DLP ;¢ ‘
4 SOC - 4 )
F Platform

=
N\ —
Automation | «

N — =

Human-Led
Al-Assisted
Incident Response
and Remediation

IPAM
Authentication

. . _ FortiAl
FortiAnalyzer FortiSIEM FortiSOAR Gen Al




Staying Ahead of Advanced Adversaries
Moving Beyond Abstract Threat Intel

|IOCs and

Reports
‘% I
6 olol
.

FortiRecon

Providing Contextual Analysis

Security Operations
Cyber Defence
\(on-prem / hybrid / outsourced)J
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